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U. and British Collaboration on 
Combined Cipher Machine Development 
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The following memorandum sets out the British and U. S. re- 
" presehtatlves 1 understanding of the results- of the talks and con- 
ferences vhiQh have, taken place between them, on the subject of 
■■.cypher machine development . for combined purposes. 

I. , Preliminary 1 Narrative 

c 

r “ „ . 

t ■ . During the- course of the discussions, the Eritish representa- 

. . -tives gave the U. S. representatives general ‘details of-’ their 
■ "double wired, drums " which they - stated were being incorporated in 
certain new British equipment, and described in detail the design 
of a new machine referred to as RM. 2*6/32, which they submitted 
i might-form the basis for a new combined cypher machine. The U. S. 
Representatives, on their part^ gave details of their proposals for 
improving the security of the existing O.C.M.by altering the rotor 
stepping arrangement, in addition .to the- provision of "3etB ,of 
rotatable .and interchangeable cam bontours". The U. 3. representa- 
tives also stated that they were developing equipment for. the 
automatic wiring of rotqrs, and added that, they would make avail- 
able to the, British- derails of < this equipment when it had teen: 
tried out.' r :t . ' - - : 

II. For reasons ds stated in a written Joint U. ; 3. Memorandum, 
which was handed tp the British representatives, the U. .3, repre- 
sentatives stated they could not agree to collaborate in the . i. 
development of 1 the . RM. 26/32 principle. for combined use. The 
British representatives, for 'their part, stated that, whilst agree- 
ing that the XJ. S. proposals for the modification of the C.C.M. 
gave considerably improved security, they oould not commit them- 
selves to agreeing to these proposals without a very much more 
detailed study of them. • ’ 

■ " . i ' 

III . IV. V C.C.M. Interim Plan 

It is agreed that the security of the existing combined cypher 
machine needs strengthening. It Is if urther agreed that, from the 
cryptographic -angle., the most satisfactory method of obtaining 
increased security, which is applicable to all Marks of C.C.M, j 
is to alter the code wheels so - that they are fitted with rotatable 
and interchangeable- cam contours. 

IV. ' It Is agreed that the TJ. S. Navy will carry out field tests 

on the new type code wheels fitted with rotatable, cam contours 
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[they have developed, add that If .these field tests are si 
cbssful, they will submit, through the medium of the C.C.B., a 
plan .for the modification' of existing and reserve O.C.M. code 
wheels . 
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O.C.M, Long Term Plan 

Having regard to thfe anticipated developments in'crypiahalytl'cai" ' ' j 
machinery during the next ten to twenty years,' the. British are not " "\ 

convinced that the existing combined cypher machine./ even when 
fitted with rotatable and interchangeable cam contours., as agreed 
upon above, will provide adequate cryptographic security for a high ' "j 
grade combined cypher machine, and advocate most .strongly that i 

action should be. taken which will result in the combined cypher ' ' 

machine to be used iii the future, being sufficiently secure crypto- ”1 

graphically:- 'j 


(a) 


To allow re -enc ypherment from one crypto channel to 


another to be accepted without, reservations . 

(b) To allow encypherment of the message as written, i.e. 
no bisbctipn. procedure, no burying, no padding. 

i ■’ (c) To allow the P/L text to be distributed without para- 

!fphrasi]ig. * “ J 

* ■ * ’. 

'(d) To avoid any change of code wheel alignment within a 
message; i.e. one message 'setting ^only for a message. __ _ 

(e). For the machine to be immune 'fromP/L cribs. 

■ ■ m a ■ ■ . i __ - ■ ‘ ■ 1 ’ ■ .■ 

Th© British Staff requirements for a future combined cypher 
machin^ are/ in fact/ as follows: 


... »; 
. TAi 






Security < . 

I '■ . ; r - .. «■ ■ 

> (i) Must provide top grade security, for. next fifteen 

.to' twenty years and therefore must be designed 'to 
withstand the anticipated developments in crypt- • 
analytical machinery during the next fifteen to ’ _ 
twenty yedrs. 

' ' • . ■ ’ ' . ■' ■ . ■ \ » “ta 

* ■ 1 « 

(ii) Must be completely immune to re -encypherment and to 
verbatim cribs. 

(ill) Capture of. the machine complete with variable ele- 
1 ments must not endanger or lessen Jbhe security of 
.. . crypto channels using .the aame machine but with ! 
.other variable elements. — ■ 
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(iv) 
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■ being restored to complete security by the re- 
placement of the mi ni wnirn number of variable 
elements.. , l 

' \ 1 . ‘ i I. 
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i ’.V. ^i’acilities 

: : t-i f ■ >- . ' J ■ " l 

-i- (v) Standard Teletype keyboard. 

; ; (vi) Page print of P/L text , and ci*ypt. 
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y.' $£,..■ ^The U. Sij representatives, vhilkt admitting that the security 
: s^V'^^remente as set out in V (a) to|(e) above are a desirable goal. 

S "-.I. f ^ j. ^ ' j 4 - — - - - - ° 


in addition to (vi). 
automatically from 

.a 5 unit tape. n - 

.: (x) Number .of variable elements requiring change by 
... ... , key list to 'be reduced to minimum. 

— ( xl ) Message indicator, procedure (initial code wheel 
'.. '-'alignment) to. be hs simple as possible. 

^vSff^.^Slua 
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^ ^■■.fo.*aim,at J are not completely convinced. of the urgent need for im- 
.i;if^;^qvlng the security of the (jLC.M., bpyond the proposed rotatable 
: »\* ‘ i ; aijid interchangeable cam contours and modified stepping arrangement.. 
“*S fVJiPuipthe j they consider that:- ' 

.j; ^ (a) Prior to ‘the development, production and issue of any 
improved combinqd cypher machine, an assurance would. have to be 
Obtained from competent British' authorities that uniform U. S. and 
British rules would be observed regarding the safeguarding, dis,- 
tr’ibution and use of the new equipment. 

' 

, .(b) The question of the use of an Improved machine very 

il^j%jjLaygely hinges upon the acceptance by the British of the proposed 
3. m°* d iP lca ' fc i°ns to the C.C.M. ,'and consequently no .commitment 
'.. can ' bq.made at this time that an improved machine will definitely 
-be .adopted. 

VL - _vi. ' £ 'il - 

It is agreed, therefore, that the following action should te 
-ctniflidereds i. 

(a) ■ To draw up a set of.agreed rules for the safeguarding 
- and extent and method of distribution -of the Improved equipment. 

"I V (b) The acceptance, j by the British, of the U. S., proposed 
modifications to the'iC.C.M. 
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(o) to 

- , 4 .- 1 .. able , to the new. 
N. - ^British.' I 


' (c) To draw up an agreed set of enciphering rules applic- 


machirie, acceptable to both the U. S. and ti^e 
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,'It is agreed that in addition to (b) ■ above , the British 
authorities will consider the existing U. S. regulations with a 
view! to submitting a draft set of rules to cover (a) above, and 
that-' the U. S. authorities will consider', the British security re- 
quirements already set out in paragraph ,V (a) to (e) as a basis 
for (c) above. _ . ■: 'vrrr-" ■ : =^ 

■' ■ 1 . i - '' “• ' . * . . 

VIII 1 It is further agreed that: ■ 

■ ■ ■ ■ 

(a) In spite of the adverse U.- S. comments/ the British 

will continue with the engineering development of the RM.26/J2 
principle, and will make .the result of such research available . 
to the TJ.- S, authorities. If, In the British view, it is likely 
to have any combined 'application]. . } | ; - 

(b) The U. S; authorities will .continue engineering 

research on the U. 3; proposed C.C.M. modifications, and will make 
the Result of such research and development available to the . . . , r . 
■Eritish authorities. , . . - - - ■' 'T' v : 




Collaboration on the Development of Combined Machine for 


on ... • 




.Although no 4iJ agrebment was reached, the British representatives ' 
urged', that the U.' S 4 representatives should seek and obtain the 
necessary approval from Higher Authority to collaborate with the 
British In the development of a Lower Echelon combined cypher 
machine. - z — : — rfiflfr* 


Conclusion 




It is mutually agreed, that the series of talks and conferences 
has been of great assistance to both, parties, and it is recommended 
that collaboration in this field ‘should continue within the frame- 
work of the agreements s.et. out in preceding paragraphs. ; . . _ 
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M:.rqh .4’, 1947 
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